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The cybersecurity threats posed to electronic data are ever growing. Cybercriminals can cause significant losses for regulated entities as well 
as consumers whose private information may be exposed. Insurance companies and other organizations regulated by the New York State 
Department of Financial Services (NYDFS) are subject to Cybersecurity regulations (23 NYCRR 500 Cybersecurity Requirements for Financial 
Services Companies) as of 03.01.17. This regulation is the first of its kind. The initial transitional period ended on 08.28.17, and Covered Entities 
are required to be compliant with the following requirements: 

•	Section 500.02 Cybersecurity Program

•	Section 500.03 Cybersecurity Policy

•	Section 500.04(a) Chief Information Security Officer

•	Section 500.07 Access Privileges

•	Section 500.10 Cybersecurity Personnel & Intelligence

•	Section 500.16 Incident Response Plan

•	Section 500.17 Notices to Superintendent 

Compliance with the following provisions is required by 03.01.18:

•	Section 500.04(b) Chief Information Security Officer annual reporting to the board of directors or equivalent

•	Section 500.05 Penetration Testing and Vulnerability Assessments

•	Section 500.09 Risk Assessment

•	Section 500.12 Multi-Factor Authentication

•	Section 500.14(b) Training and Monitoring - provide regular cybersecurity awareness training for all personnel based on the results of the 
risk assessment

Remaining provisions within the regulation must be met within 18 or 24 months of the effective date.  
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On 08.08.17, the NAIC Cybersecurity (EX) Working Group followed with the adoption of its Insurance Data Security Model Law. The model law’s 
purpose is to establish standards for data security and for the investigation of and notification to the Commissioner of a cybersecurity event. 
Company’s compliant with the NYDFS cybersecurity regulation, are considered in compliance with the NAIC Insurance Data Security Model Law.  

Both the NYDFS and NAIC focus on:

•	Implementation of a cybersecurity program based on a risk assessment

•	Oversight of third-party service providers

•	Notification of incidents that may have a material effect on consumers or the insurer’s business operations

•	Submission of a written statement certifying compliance 

In several areas, highlighted in the table below, the NAIC provides guidelines that allow the company to determine what is appropriate for their 
risk management, which will be assessed by the insurance Commissioners. The NYDFS Cybersecurity regulation identifies specific requirements 
that must be met or the company must provide a documented and approved explanation of why those requirements are not appropriate for the 
organization. Examples of requirements identified in the NYDFS regulation but not specified in NAIC model law include:

•	Documented Cybersecurity Policy

•	Chief Information Security Officer

•	Penetration testing and vulnerability scanning

•	Physical and environmental controls

•	Encryption

•	Monitoring of activity

•	Access privileges

•	Application security

•	Investigation of a cybersecurity event

The following table maps the NYDFS Cybersecurity regulation to the NAIC Insurance Data Security Model Law. The information presented is 
based on our understanding of currently available information, and may be modified as additional clarification is provided by the NAIC and 
NYDFS.  
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